The automatic vitality detection of a fingerprint has become an important issue in personal verification systems based on this biometric. It has been shown that fake fingerprints made using materials like gelatine or silicon can deceive commonly used sensors. Recently, the extraction of vitality features from fingerprint images has been proposed to address this problem. Among others, static and dynamic features have been separately studied so far, thus their respective merits are not yet clear; especially because reported results were often obtained with different sensors and using small data sets which could have obscured relative merits, due to the potential small sample-size issues. In this paper, we compare some static and dynamic features by experiments on a larger data set and using the same optical sensor for the extraction of both feature sets. We dealt with fingerprint stamps made using liquid silicon rubber. Reported results show the relative merits of static and dynamic features and the performance improvement achievable by using such features together.
Introduction
In recent years, personal authentication using biometric traits has become increasingly important. In particular, fingerprints have been successfully adopted for this purpose. Much has been written on methods for fingerprint image enhancement, classification, matching, and many electronic capture devices have been made commercially available with powerful software development kits. In certain cases, small fingerprint sensors have been integrated into personal notebooks, and such biometrics have even become used to access certain resources and to certify the identity of suspected subjects (e.g., in the immigration offices in Italy). The increasing spread of fingerprints and the increasing interest in biometric technologies has raised some questions involving the vulnerabilities of these systems. Among others, the possibility of deceiving the fingerprint sensor by submitting a fake finger, i.e., a fingerprint stamp reproducing the fingerprint of a client (i.e. an authorized user) has recently been pointed out. In particular, it has been found that a fingerprint stamp can be obtained by relatively simple methods at very low costs 10, 17, 19, 20 . The fingerprint sensor acquires such a fake fingerprint and processes it as a live fingerprint image. Circumventing a fingerprint verification system by fake fingers is not so simple, as high quality stamps are necessary to allow access to fraudulent users. However, the problem of finger vitality detection still exists, since fingerprint reproduction is possible. With regard to this issue, several materials for fingerprint stamps have shown their effectiveness, in particular, gelatine and silicon stamps.
Notwithstanding the existance of this problem, it has been poorly addressed in scien-tific literature. In practical applications, the usual solution is to add specific hardware to the acquisition sensor. As an example, some devices able to measure additional physiological characteristics, as the blood pressure 9 , heartbeat 3 , odor 2 or skin impedance 12 have been proposed and integrated into the main capture device. These approaches are expensive and only partially resolve the problem, because a clever and motivated impostor can circumvent them artificially. Moreover, they impact on the users acceptability of the system because it strongly increases its invasiveness (e.g. measuring a feature which can be related to a person's health is strongly invasive).
A more acceptable solution lies in the use of a software-based approach ( a clear classification of the main software solutions is presented in 5 ). In other words, trying to extract those features allowing to distinguish between an alive finger and a fake finger from the fingerprint image. In other words, trying to extract those features allowing the distinction between a live finger and a fake finger from the fingerprint image. Features proposed so far are based on some physiological characteristics of the fingertip such as the perspiration phenomenon or elastic deformation 4,1 , but also on the intrinsic morphology of the fingerprint shape 6 . Among others, in this paper we focus on the so-called dynamic and static features 6, 13 . The former requires a time-series analysis (i.e., multiple image frames), while the latter requires the comparison of two or more impressions of the same finger. At present, it is difficult to establish if one feature shows a betterdetection capability than another. We believe that this is mainly due to the fact that performances of static and dynamic features have been assessed and compared with different acquisition sensors, and using small data sets which could have obscured the relative merits of the features, due to the small sample-size issues 6, 15, 11 . On the other hand, it is reasonable to argue that using more than one feature could improve the detection rate when a large enough data set is available. This conjecture could be checked by an experimental analysis on a large data set but even by focusing on a particular capture device. Coli et al. 6 started this investigation, and this paper can be considered as a follow up to that preliminary work.
On the basis of the above considerations, in this paper, we compare, by experiments, the main state of the art features for static and dynamic vitality detection when images are captured by an optical sensor. We also propose novel static and dynamic features which can further improve the vitality detection performance. This comparison also aims to identify the best feature, or the best feature subset, for fingerprint vitality detection. Reported experiments have been carried out on a home-made data set significantly larger than home-made data sets previously used for vitality detection, thus allowing the drawing of more reliable conclusions on tested features. In this paper, we focused on stamps made of liquid silicon rubber. This choice was made for two reasons. Firstly, this material is particularly suitable for scanners employing Frustrated Total Internal Reflection (FTIR) as the adopted optical sensor. Secondly, the high number of variables should be noted in assessing fingerprint vitality detection methods, such as the users, the sensors, the features, the classifiers adopted and the materials for reproducing fingerprints. Accordingly, setting some constraints on some of the above variables appeared a necessary step for starting a systematic and significant study on these methods. The paper is organized as follows. Section 2 describes the features we compared, also including some novel static and dynamic features we propose. Section 3 reports the experimental results. Conclusions are drawn in Section 4.
Dynamic and Static features
The categorization we used in this paper is the one proposed in 5 , and based on the concept of frames and impression of a fingerprint. Frames are intended to be images captured by holding the fingertip on the scanner surface without moving it. The position of the fingertip does not change during acquisition. On the other hand, impressions are intended to be images captured at different periods of time but the fingerprint can be moved during acquisition. The extraction of dynamic features requires a time dependent analysis of fingerprint images. Basically, a multi-frame acquisition is performed while the user holds his finger on the sensor surface. The algorithm based on dynamic features receives as input the extracted frames of each finger and gives a vitality response by comparing these time series images (usually only two frames are compared). All these features aim to characterize and analyse the skin perspiration process during the acquisition stage. Instead, static features give a spoofing warning by considering how multiple impressions of the same fingerprint differ: this category of features includes deformation and statistical analysis. This approach based on static features studies the variability of the fingerprint images during different acquisition processes. Figure 1 exemplifies the basic operation mechanisms behind these two vitality measurements: dynamic features check vitality properties from multiple frames extracted from one acquisition; instead static features are computed from multiple acquisitions (i.e., impressions) of the same fingerprint. Table 1 shows the features studied in this paper. The first column indicates the label we adopt to indicate the feature, the second column gives a short description of the feature, the third column provides the reference papers in which the feature has been originally proposed (the label used in those papers to indicate the feature is also reported). The following Sections describe these features in detail. 
Dynamic features
Perspiration is a unique physiological feature of the skin: the evaporation from the human body through the skin pores guarantees correct thermal-regulation. In particular, the entire surface of the finger is characterized by the presence of a uniform distribution of pores. While the finger is in contact with the surface of a fingerprint-scanner this phenomenon can be observed with a slight change of the acquired images 7. Due to the perspiration and the contact of the finger with the surface of the scanner the skin gets wetter and consequently the acquired images get perceptively darker (see also Figure 1 ). This physiological phenomenon is used as a vitality measure of the fingertip on the scanner, because it is generally not exhibited by a fingerprint stamp, due to the absence of the perspiration phenomenon. While the user keeps his finger on the scanner two images are captured with a time gap of about 5 seconds. On the basis of this pair of images a set of vitality measurements is computed, based on the differences extracted from the sequence. The above differences are computed using only grey level values along the ridge path, and using these main processing steps:
(i) Acquisition of two frames of the same fingerprint temporally separated by 5 seconds; (ii) Binarization and thinning of the images; (iii) Creation of two mono-dimensional vectors C1 and C2 containing the grey level values of the extracted skeletons of the two frames; (iv) Processing of the differences of the two signals characterized by the above C1
and C2 vectors.
The fingerprint vitality degree is estimated from the differences computed. As pointed out in 7 these measures strongly depend on the acquisition stage. In particular, the output dynamic of the device strongly impacts on their reliability. Moreover, the perspiration phenomenon is not evident to the same degree in all people (e.g. subjects with dry or moist fingers). In our case, the dynamic measurements fitting the characteristic of the adopted optical sensor were (Table 1) : the time difference of the mean grey level of the skeleton (DF 1), the dry saturation percentage change (DF 2), and the wet saturation percentage change (DF 3). On the basis of the analysis of the perspiration phenomenon, we proposed and implemented two new dynamic measurements computed on the entire image 6 : the time difference of the mean grey level (DF 4) and the L1-distance of the histograms of two frames of the fingerprint (DF 5).
Static features
The static features are the measurements computed by using multiple impressions of the same fingerprint. The user repeats the acquisition of his fingerprint by removing and applying the finger in sequence on the scanner. In particular, a static feature is computed as the difference between a certain measurement extracted from an input impression (to be assigned to an identity) and the one extracted from a template impression which is known to be from a live finger. It is worth noting that it is more difficult to find vitality discriminant properties among two impressions than among two frames. Many factors can alter a static measurement: for example, different pressure of the finger on the scanner surface can modify the captured area of the fingerprint or the brightness profile of the image. The pressure can also modify the distribution of the elastic deformation on the finger surface.
The first type of static features are based on the elastic deformation of the skin. In particular, these features are based on the variation of the position of the minutiae set extracted from the image. Chen and Jain 4 showed how different distortion levels can be partially linked with the fingerprint aliveness. The rationale behind these approaches is the following. When a finger presses on a surface, the 3D flow of papillary ridges on the skin is left as a stamp on the surface as a 2D pattern. If the finger is on a scanner surface this 2D pattern is recorded as an image. The passage from 3D to 2D flow involves an elastic deformation depending, for example, on the softness of the fingertip, the pressure of the contact, the orientation of the finger on the surface. For each finger there is a unique elastic response that can return a vitality measurement when compared with a fake plastic stamp. In this work, we adopted the elastic distortion model proposed in 16 . We firstly extracted the set of minutiae from the two fingerprint impressions. By the so-called String matching algorithm we detected the set of correspondent minutiae 14 . In this way we obtained two sets of ordered minutiae for two different impressions of the same fingerprint. Given M c = (m c1 , ......, m ck ) and M t = (m t1 , ..........m tk ) the two minutiae sets for the comparison we first compute the Thin Plate Splines-model (TPS) by which we obtain the complete correspondence of the two set of minutiae.
According to the TPS model, given the set of minutiae M c -M t , the function that forces the set M c to a complete correspondence with the M t set is described by the following TPS formula for each point:
where c is a 2 x 1 translation vector, A is the 2 x 2 affine matrix, and the third addend is related to the warping contribution: W is the (k x 2) matrix coefficient and the term s() is the distance function s(
with the basis function σ(u) = ||u|| 2 log(||u||), σ(u) = 0 for ||u|| = 0 . The correspondence of the two sets is generally obtained by a rigid and elastic distortion; the entity of the elastic deformation can be summarized in a realvalue named bending energy. For a complete description of the Thin Plate Spline model the reader is referred to 16 . Accordingly, given the (k x k) matrix distance S, S ij = σ(m ci − m cj ), the expression of the minimized bending energy we used as a fingerprint vitality feature is as follows:
Besides the bending energy (SF 1), we adopted the difference among the mean values of the distances of the minutiae into a certain minutiae set (SF2). In other words, starting from one set of correspondent minutiae we computed the mean of the sum of the distances with the other ones. By this parameter we collect the information about the spatial arrangement of a fixed minutiae set for each fingerprint image: once a template minutiae set has been established, by analysing the values spread for different impressions we can estimate the elasticity property of the fingerprint reproduction. The more rigid the object (fingerprint or fake stamp) is, the more the set of minutiae keeps a constant value of this parameter for each impression. Ideally a completely rigid stamp will always produce the same elastic distortion value. In this paper, we introduce a novel kind of static feature which is based on some statistical measurements of the grey level of the image. These features are the mean value (SF 3) and the standard deviation (SF 4) of the grey level of the fingerprint image (Table 1) . They can be considered as complementary to the dynamic ones, because they look for the same information, but in a multi-impressions context. Figure 2 illustrates a case where dynamic features are not discriminantal enough (see frames on the left) due to the poor contribution of the perspiration phenomenon to the subject. On the other hand, the correspondent statistical features succeed by comparing the second fake frame with the second template one, due to the differences in appearance between live and fake impressions.
A different approach of liveness detection based on elastic deformation has recently been proposed by Antonelli et al.
1 : each user submitting his fingerprint rotates it during acquisition, thus producing a voluntary deformation of the fingertip surface on the scanner. The system acquires consecutive frames during the rotation of the fingertip. It has been proved that live and fake data, due to the different composition of skin and artificial materials, give different elastic responses to that deformation. For each user the system compiles a deformation vector from the dynamic measurement. The vitality detection degree is estimated by comparing a client acquisition with the template ones. Since this method involves multiple frames of the same fingertip, each one representing a different impression, this new method can be classified in both static and dynamic methods. The acquisition stage of this measurement does not allow the combination of this with the other features: this is not compatible either with the dynamic measurements (it is not possible to capture perspiration during the finger rotation), or with the static features for which, as an example, the extraction of minutiae is required. However, since this method has shown to be promising, we are currently arranging an appropriate data set and experimental protocol to compare it fairly with other static and dynamic features, and this will be the object of a future study.
Experimental Result

The data set
In order to investigate static and dynamic features, we collected a multipleframes/multiple-impressions dataset. In particular, the steps involved in the creation of this set of images from the fabrication process to the acquisition are the Fig. 2 . A case where dynamic features are not discriminantal enough (see frames on the left) due to the poor contribution of the perspiration phenomenon of the subject. On the other hand, the correspondent statistical features succeed by comparing the second fake frame with the second template one, due to the differences in appearance between live and fake impressions.
following.
Step 1 -Fabrication Process Images were acquired from 82 different fingerprints from 50 people aged between 20 and 70 and the 72 fake stamps. The lack of symmetry is due to the impossibility of reproducing some fingers with the chosen material: fingertips with very thin ridges or with a damaged surface are very difficult to reproduce and this does not allow the making of a readable stamp. In the fabrication process of the fake finger we adopted the so-called consensual method, which is commonly followed for assessing the performance of fingerprint vitality detection features. 10 The basic steps of this process are: (1) the user puts his finger on a plasticine-like material: a negative of the pattern of the fingerprint is reproduced in a mould; (2) the liquid silicon with a catalyst is dripped over the mould: the liquid covers the negative fingerprint; (3) after some hours the solidification of the rubber is complete and the cast can be removed from the mould; (4) the rest of the plasticine mould is cleaned off from the surface of the cast. This procedure was repeated for each different finger. In order to produce the replicas we used the following materials: for the mould we employed a plasticine-like material that offers a good malleable property and high stability over time, for the cast we used a two-compound mixture of liquid silicone and a catalyst. The material of the cast is a high flexibility silicone resin (SILGUM HF) with a very low linear shrinkage, less than 0.1% (this is particularly important for the reproduction of the details of a fingerprint with a dimension below one millimetre). The liquid catalyst (Stanne, Dibutyltin dilaurate) must be mixed with the silicone material with a percentage of 5%. Besides the high quality of the replicas, the choice of the stamp material is determined by the technology of the fingerprint scanner adopted in this paper: given the high opacity of the silicone material, it is particularly suit-able for optical scanners that employ Frustrated Total Internal Reflection (FTIR). Another property of silicone material is the durability of its elasticity properties. On the basis of these considerations, we preferred the silicone material to another cheap opaque material like wood super glue: when the glue dries the stamp tends to crack. The obtained stamps are therefore characterised by high reproduction quality and are particularly effective in deceiving an optical sensor.
Step 2 -Acquisition Process For the acquisition of the fingerprint images we used the Biometrika FX2000 optical sensor with an acquisition area of 25x13.2 mm 2 . The image size is 312x372 pixels. Each user was required to repeat the acquisition of his fingerprint 20 times. For each acquisition a pair of time-frames at 0 and 5 seconds was extracted. At the end of the acquisition process we had collected 3280 live images (82 fingers x 20 acquisitions x 2 frames) and 2880 images from fake stamps (72 stamps x 20 acquisitions x 2 frames). Both high and low quality images were included in the collection. The main features of our dataset w.r.t. data sets collected by other researchers are:
• A large sample size. As an example, the data set of Derakshani et al. 7 is comprised by 54 live and fake finger images, in Chen et al. 4 640 live and fake images were collected. Our data set is comprised of 1640 live and 1440 fake finger images. By considering the second frame of each image, the overall dataset doubles its size. Another wide dataset proposed by Galbally 8 does not include multiple frames of the same fingerprint impression. Thus, it is not possible to use it as a data set for comparing static and dynamic features.
• In order to test both dynamic and static features the dataset includes different impressions and different frames from each acquired finger/stamp. • The dataset is comprised of high and low quality images. This wide range of quality values allows us to test the measurements over different images and then to generalize the results.
Our data set is available to the public and can be obtained by contacting the authors.
Step 3 Automatic Quality Assessment by NIST software The quality of live fingerprint images is given by several factors: conformation of the live fingertip surface, quality of the sensor, etc.
18 . For artificial fingers, we have to consider also the fabrication quality of the stamp. A specific fingerprint image quality measure can be calculated by the well known NIST quality checking algorithm 18 . Figure 3 shows the results of the NIST quality check on our data set. The algorithm assigned one of the five NIST quality levels to each fingerprint image. We can observe the wide spread of distribution from the highest quality level to the lowest. 
Experimental protocol
In order to extract static and dynamic features from fingerprint images, we adopted the following protocol.
• One live fingerprint impression for each client was used as a template image.
• Both for static and dynamic measurements we have extracted a difference measurement coming from the template image and the related client. Where the measurement does not need a specific pair of images (as for elastic deformation) an arithmetic difference has been calculated from the two separate measurements applied to the template and the client images.
• DDynamic Measurements: we have calculated the five dynamic measurements (DF1..DF5) for the extracted vectors C1 (at 0 sec.) and C2 (at 5 sec.) from each pair of frames. The difference between the value from template pair and client one have been computed. • Static Measurements: measurements from SF 2 to SF 4 have been calculated separately from each template and client image. With regard to bending energy, the elastic measurement has been applied to the pair of template-client images.
• Each difference feature has been normalized as follows:
is the i-th normalised feature (i = 1, ..., 9), µ i and σ i are the mean and the standard deviation of f i over all available patterns.
Thus, we obtained 1558 feature vectors comprised by nine static and dynamic measures from live images, 1440 feature vectors from fake images.
In this paper, we did not include the method by Antonelli et al. based on the distortion-code 1 . In fact, it is not possible to extract the distortion-code because multiple frames and impressions were used, as explained in Section 2 and pointed out in Fig. 1 . Static and dynamic features are compared fairly, because they are extracted in the same acquisition session in which the user releases two frames of the same impression. The Antonelli et al.s method needs an additional acquisition step, separate from that for other static and dynamic features, because, for example, it is not possible to capture perspiration measurements during distortion-code acquisition. Accordingly, comparison of distortion-code performance and other features could not be considered as fair. Currently, we are arranging an appropriate protocol to fairly compare static and dynamic features with Antonelli et al.s method, and this will be the subject of a future study. Table 2 reports the correlation coefficient of the features studied on the whole data set. It is easy to note that all the considered features are lowly correlated, on average. However, there are some small differences. As an example, DF 1 and DF 4 exhibit similar behaviour in general, but their correlation difference with DF 5 allows us to hypothesise that their combination could improve performance (correlation difference of DF 1, DF 5 and of DF 4, DF 5 is more relevant than that with other features). Among the static features, SF1 exhibits the lowest average correlation coefficient. In general, Table 2 confirms the results reported in 6 , where the same sensor and material have been used for testing, but in this case the statistical significance of the results is greatest due to the larger size of the data set used. Figure 4 reports the range of values of each feature, and the degree of statistical separation between live and fake classes estimated by the so-called class separation statistic CSS 14 , which is calculated as follow:
Feature analysis
Where CSS i is the class-separation statistic value estimated for the i-th feature, p(f i |F AKE) and p(f i |LIV E) are the distribution of the i-th feature given the fake and live classes, respectively. We estimated these distributions by the normalized histograms method, also adopted in 14 . Thirty equally spaced intervals were used for each feature. With regard to the state-of-the-art perspiration-based fea-tures (DF 1, DF 2, DF 3), we can notice similar behaviour. All these measurements are overlapped and also the differences between the mean values are extremely slight. This behaviour can also be seen with the new dynamic measurement DF 4 while DF 5 shows a lower overlap between fake and live values. Both DF 1 and DF 5 have the same C.S.S. test value but the first has the smallest difference between live and fake mean values. Among static features, while SF1 and SF2 show behaviour similar to the dynamic ones, both SF3 and SF4 have the best separation class separation values. The difference with the results shown in Parthasaradhi et al. 13 are probably due to factors like the small sample size issue affecting their dataset, or the dynamic difference of the optical sensors used: in this case, the reported results highlight the sensitivity of the perspiration-based measurements, which have to be carefully selected according to the capture device used. In order to provide further evidence we report in Figure 5 the accuracy of indi-vidual features using the nearest neighbour classifier and the leave-one-out method for assessing the accuracy. Unfortunately, it is not possible to compare our results with those in 4, 7, 13 because no details on the best features have been reported in those papers. However, it is possible to compare some results with those reported in 6 . In general, we notice that the least effective features are those
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with the lowest class-separation statistical values (DF 2, DF 3, SF 1, SF 2). All the relative differences in accuracy among these features agrees with 6 , but the overall performance is notably different. These differences can be explained by considering that a small sample size issue probably affected the Coli et Tables 3-4 shows the best subset of features. It is possible to see that static and dynamic features exhibit the same performance accuracy when used together (Tables 3-4 , last rows). However, it is reasonable to argue that they are able to recognize different subsets of the data set, that is, they could exhibit a certain degree of complementarity, which could also be suggested by their low average correlation coefficient shown in Table 2 (even if low correlation does not necessarily imply high complementarity).
Accordingly, we investigated the best subsets of features when using both static and dynamic ones and showed the related accuracy in Figure 6 . Even in this case, an exhaustive search over all possible features subsets was performed. It is easy to see that the best result is achieved when using two static features (SF3, SF4) and all dynamic ones. A sharp performance improvement was obtained. Generally we can observe a strong improvement with the use of multiple features ( Figures  5-6 ). Two observations can be also drawn from Figure 6 : (i) it is very difficult to exploit the elastic deformation differences between fake and live images (its contribution is negligible); this could be due to the different distortion features of our stamps with respect to those of the gummy replicas by Chen and Jain 4 ; (ii) perspiration-based features, which exhibit a high accuracy variation used alone 6 -
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increase the performance notably when used together. This means that they are so complementary that image characteristics missed by one feature can be captured by another. It can be noted that in Figure 6 , the curse of dimensionality effect can be observed 15 : the performance of the system drops once a certain number of features is reached. This is very common in pattern recognition problems when feature number increases with respect to the number of available samples. The drop in performance is due to the addition of two static features, namely, SF1 and SF2, i.e., the elastic deformation measure and the mean of intra-distances among minutiae. The difficulty in exploiting elastic deformation for vitality detection purposes is confirmed by SF1 behaviour. Concerning SF2, correlation coefficient in Table 2 does not help in explaining its effect on the performance, but we believe it is related to the bad performance of SF1. In fact, intra-distance variations among minutiae can be expected when the effect of elastic deformation is evident. Therefore, SF2 could be redundant or noisy. These observations can explain the above results by taking into account that our investigation relies on images captured by optical sensors and on stamps made up of liquid silicon rubber. Further experiments are needed for their extension to capacitive sensors and different materials adopted for the stamp. Finally, we showed in Tables 5-6 the best features subsets when separately combining the state-of-the-art features and the ones we proposed in 6 and in this paper. A better performance is obtained with the features we are proposing, thus confirming the suggestion reported in 13 on the need for novel measurements exploit-ing the differences between live and fake fingerprint images. As shown in Figure 6 the classification performance can be further improved by using them together. 
Conclusions
In this paper, we compared, by carrying out experiments, some static and dynamic features for fingerprint vitality detection, that is, aimed to distinguish live fingerprint images from artificial reproductions (fake fingers). Two novel static features have been also proposed in this paper, whose reported performances are very promising. It is worth remarking that we focused on fingerprint reproductions of liquid silicon rubber and images captured by an optical capture device. To the best of our knowledge, static and dynamic features have not yet been used in real applications, especially because these software-based approaches are at a preliminary state of research, but these methods are worthy of investigation, due to their significant advantages w.r.t. hardware-based approaches. The experiments were carried out on a home-made data set characterised by high quality fake fingerprint images. The data set is larger than other data sets previously used for assessing fingerprint vitality detection performance and it has some peculiar characteristics which, we believe, can make it a good starting point for developing reference and benchmarking data bases for researchers working on fingerprint vitality detection. This data set is available to the public and can be obtained by contacting the authors. It is worth noting that a comparative analysis of these features on a data set of a similar size have not been written about until now. Our analysis aimed to evaluate the merits of different static and dynamic features and to identify the subset of features allowing us to achieve the best vitality detection performance, when using replicas made of liquid silicon rubber and an optical sensor adopted as the capture device.
Our experiments showed that both static and dynamic features are equally useful, but they are also complementary, in the sense that the fingerprint vitality detection can be strongly improved by combining them . In particular, the best static features have been proposed in this paper, whilst the best dynamic features have been suggested in previous works. Our analysis also showed that it can be very difficult to exploit the differences in elastic deformation, between fake and live fingers through their images, for vitality detection purposes. Although the conclusions are limited to the stamp material and sensor adopted, we believe this paper can be considered as a first organic study to address the fingerprint spoofing problem by fixing some of its crucial variables. Accordingly, extending the experiments to other stamp materials and capture devices will be the next step of our study.
